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THE DESIGN, BUILD, AND MAINTENANCE OF AN AUTOMATED FARE COLLECTION SYSTEM FOR REA VAYA FOR A 8 YEAR PERIOD

ANNEXURE O: STANDARD SPECIFICATIONS RETURNABLE: AUTOMATED FARE COLLECTION
















Points will on be given for a compliant solution only 
1. The AFCS must comply User Management Compliance Matrix 
	[bookmark: _Hlk79529126]No
	Require
	Point
	Compliant 
	Not Compliant
	Partially
Compliant
	Remarks

	1
	The User Management module allows system admins and managers to manage users, groups, and roles in the system.
	1
	
	
	
	

	2
	Ability to enable/disable users from the system using the admin tools.
	1
	
	
	
	

	3
	Ability to add groups.
	1
	
	
	
	

	4
	Ability to grant or revoke privileges for all levels of users from back office to front office users and be able to provide audit trails of any changes
	1
	
	
	
	

	5
	Ability to define permission for different levels of access from back-office staff to front office staff and be able to provide audit trails of any changes 
	1
	
	
	
	

	Section total point (5)
	
	
	
	
	



2. Ticket office Machine Matrix 
	No
	Require
	Point
	Compliant 
	Not Compliant
	Partially
Compliant
	Remarks

	1
	The point of sale shall be a modular, PC-based device supporting multiple configurations, depending on the modular components, GUI English enabled and with use of Iconography
	1
	
	
	
	

	2
	Each POS shall contain registers that track the following information:
A unique serial number of the POS.
The total number and value of all the completed transactions since data were last uploaded to the AFCS. These registers shall be modified only by the POS and not manually modifiable.
The assigned IP address and/or the secure website to initiate data transfer to the AFCS. This register shall be modifiable only by use of a maintenance password.
Maximum number and value of transactions that can be conducted prior to uploading data to AFCS. These registers shall be modifiable only by download from the AFCS and by use of a maintenance password.
	1
	
	
	
	

	3
	Only POS that are recognised by the AFCS shall receive initialisation data.
	1
	
	
	
	

	4
	The POS shall store records of transactions, events, login/logout and diagnostics records.
	1
	
	
	
	

	5
	Reporting all transactions to the AFCS. If it is not online, all records shall be stored locally and transferred once the connection is restored. In addition, all transactions shall be stored on an internally secured storage module.
	1
	
	
	
	

	6
	The POS shall receive from the AFC and store a list of smart cards serial numbers for which specific actions are required (i.e., the Action List).
	1
	
	
	
	

	7
	Prices of all products presented for sale shall be customisable through AFCS.
	1
	
	
	
	

	8
	The distributed smart cards to sales’ locations shall be registered by serial numbers and quantity for each location in AFCS.
	1
	
	
	
	

	9
	The POS shall satisfy the following additional requirements:
Cash register, credit card services and devices in a single integrated system.
POS shall control cash drawer for coins and banknotes, which opens under command of POS, and shall be monitored all times.
Payment methods may be enabled or disabled to suit the operational needs.
The POS shall identify the initial funds bank (i.e., starting cash drawer balance) at the start of each shift (main and relief). Upon logging out or otherwise indicating an end-of-shift condition, the POS shall produce a report and receipt depicting the ending balance of the cash drawer.
	1
	
	
	
	

	10
	Ability to reverse previous transactions for refund (relevant to policy) or error correction and transmit these transactions to AFCS.
	1
	
	
	
	

	11
	Barcode ticket printing: POS shall support production and printing in readable form of barcode tickets.
	1
	
	
	
	

	12
	Enable the set-up and modification of customer accounts.
	1
	
	
	
	

	13
	The AFCS shall assign all new accounts a random 4-digit password, which the POS shall print on a receipt and which the AFCS shall require the customer to change upon first subsequent login.
	1
	
	
	
	

	14
	AFCS database shall record and track the version number of the software in each POS to ensure sustained compatibility.
	1
	
	
	
	

	15
	The barcode ticket printer shall be a standard, commercial monochrome (black & white) laser printer rated for monthly duty cycle of no less than 10,000 pages. Toner cartridges sufficient to produce no less than 5,000 pages as rated by the manufacturer shall accompany each printer.
	1
	
	
	
	

	16
	POSs shall include a customer display that shall be visible for all customers with minimum 2 lines of text.
	1
	
	
	
	

	17
	The Biometric Access device shall be USB based, and of rugged design. The Biometric Access unit shall:
I. Have a greater than 500 Dots Per Inch (DPI) resolution and 8-bits of grayscale imaging;
II. Be able to be part of the LDAP integration of a domain controller;
III. Be of the Active Passive Sensing Type;
IV. Be able to integrate with the Operating System of choice for authentication;
V. Have an SDK or API for integration;
VI. Have an ESD protection of +/- 15KV;
VII. The Biometrics Sensor needs to be FIPS 201 certified;
VIII. Fingerprint image size 256 x 360 pixels
IX. Sensor type Capacitive
X. Device Size: 70 x 45 x 18 mm (2.8" x 1.8" x 0.7")
XI. Operating Temperature: 0°C ~ +40°C
	
	
	
	
	

	18
	All load transactions (pre-authorised debit and transit products) shall be done via the Bank Issued EMV Card’s and COJ ReaVaya Card’s contact interface;
I. Be able to load Cipurse T-Cards;
II. Be able to Acquire EMV open loop transactions as -Mastercard-transit-solutions-guide Volume 2B Part 5.14 Annexure M
III. Load transactions (pre-authorised debit and transit products) shall be completed within 30 seconds.

	1
	
	
	
	

	Total Points  (18)
	
	
	
	
	



3. AFC Back-office Compliance Matrix
	[bookmark: _Hlk93688438]No
	Requirements
	Points
	Compliant 
	Not Compliant
	Partially
Compliant
	Remarks

	1
	The AFC will maintain all accounts and perform fare calculation and validation for all fare payments. The AFC will enable the following system functions:
Account Management
Creation of new accounts
Association of accounts with third party issued media
Maintenance of account balances
Loading of value to accounts
Account transactions
Account history
Fare Management
Fare calculation
Fare payments and transactions
Capping
Transaction history
Account Balances
Settlements and reconciliation
Datawarehouse and reports
GIS route calculator application  to calculator zonal or distance based fare matrix
Support Microservices Architecture
	2
	
	
	
	

	2
	Each of the participating transit agencies will have access to the system’s back office through a web management interface. Username and password access will allow them to see and manage only their portion of the system.
They will be allowed to:
Set their fares by operator
Include their fares in fare capping calculations (or not)
Honour capped accounts, or accounts that are riding free because of capping (or not)
Report on usage from their vehicles
Receive error reports from their vehicles
	2
	
	
	
	

	3
	Based on password/user ID security, any authorised user will be able to download to any single device, any group of devices, and all devices:
Fare tables (one active, two pending)
New and updated application (executable) software files
Security access codes
Configuration files
Operational parameters
New and updated customer display screen text
New and updated Driver display text and selections
Any other information necessary for the operation and maintenance of the AFCS devices
Authorised users will be able to select the date and time when any data download is to occur and to review and cancel any previously scheduled download.
	2
	
	
	
	

	Total Section Points (6)
	
	
	
	
	



4. Account management 
	No
	Requirement
	Point
	Compliant 
	Not Compliant
	Partially
Compliant
	Remarks

	1
	The system should ensure having a unique account for all services.
	1
	
	
	
	

	2
	The system should support defining different types of accounts:
Prepaid accounts: linked with smart card
Post-paid accounts: linked to a credit card or to a bank account with an automatic debit
Anonymous accounts: link to a card or smart ticket
Third party payment: Bill split approach
Account Group: An account can be linked to a person or a group of people. A given person may be linked to one account, several accounts or no account at all
	1
	
	
	
	

	3
	Account lifetime: The lifetime of accounts can vary considerably. It can range from decades (in the case of bank accounts) down to days or even shorter (in the case of event-related and “disposable” prepaid accounts).
	1
	
	
	
	

	4
	The system shall enable maintaining the accounts from:
The account management console
Through the portal/mobile app self-services
Through APIs
Minimum functions that should be supported:
Creation of new accounts
Association accounts with third party issued media
Maintenance of account balances
Loading of value to accounts
Fare calculation for fare payments, including capping calculations
Inquiry of account balances and transaction history
	1
	
	
	
	

	5
	Each Fare Media Account will be either Anonymous or Assigned to a Customer Account. Fare Media Accounts will include, at minimum:
Card Sequential Serial Number (which will be the Fare Media Account Number)
Account Creation Date and Time
Assigned Customer Account Number (if not Anonymous)
Account Type (e.g., Regular, Half-Fare, Student, etc.)
Account Value and Status (as required for the Master Status List)
	1
	
	
	
	

	6
	Each long-term card shall be identified by a unique 8-digit sequential serial number. By default, a card’s account shall be identified by its sequential serial number. This serial number shall be tied to the electronic card serial number
	1
	
	
	
	

	7
	The AFC SCADA system shall support the linking of several cards to a single account.
	1
	
	
	
	

	8
	The AFC SCADA system shall track the status of all cards in an inventory.
	1
	
	
	
	

	9
	The bidder shall provide a process by which an account is automatically created in the AFC SCADA system for each card in the inventory upon receipt of cards from the card manufacturer.
	1
	
	
	
	

	10
	Card holders shall be able to add value to their accounts through several methods, including, but not limited to, one-time Internet transactions, “subscription” transactions (which occur automatically based on customer preferences), at the sales outlets of the client, and at third party outlets, if any. Need to accommodate all payment methods available in Johannesburg
	1
	
	

	
	

	11
	Accounts linked to the cards shall include information indicating, at least, the following items:
Unissued: the card has not been properly issued to a customer.
Issued: the card has been issued and activated, or the card has been reactivated after a previous suspension. This card can be used for all permissible transactions.
Suspended: the card or account has been suspended and cannot be used until reactivated.
Deactivated: the card or account has been permanently deactivated and can never be used again.
	1
	
	
	
	

	12
	AFC SCADA system shall accept smart cards issued by third parties, which shall be assigned to an account that tracks the card’s validity. Invalid cards shall be removed from the valid card list. When the client deems a third party contract invalid, or expired, all related cards shall be removed from the valid third party-issued card list.
	1
	
	
	
	

	13
	The system should enable the set-up and modification of customer accounts from a point of sale endpoint.
	1
	
	
	
	

	14
	Each POS shall be fully integrated with the AFC SCADA system allowing for conducting all the transactions applicable through the portal to be done from the POS including:
Supporting offline transaction if the connectivity with AFC SCADA system is down.
Ability to print barcode tickets from the POS
Issuance of smart cards
Accept cash and credit card payments
Support ACL authorisation
Easy to use with iconography 
Provides access through touch screens
	1
	
	
	
	

	Total Section Points (14)
	
	
	
	
	



Workflow Management Tool
	No
	Compliant 
	Points
	Not Compliant
	Partially
Compliant
	Compliant 
	Remarks

	1
	Document Management
· File creation
· Document filing
· Document indexing
· File retrieval

	2
	
	
	
	

	2
	Electronic Records Management 
· Records And Information Management Alerts
· Retention and Disposition Schedules

	2
	
	
	
	

	3
	Workflow 
· Document Routing
· Serial and Parrel task flows
· Electronic forms
· Noticeboard/dashboard concept for task management and workflow balancing 
	2
	
	
	
	

	4
	Imaging 
· Document Recognition
· Content security 
· Search Features
· Browsing/folders
· Integration/Interoperability with Rea Vaya and Metrobus website and Customer Care  application
	8
	
	
	
	

	
	Section total  (8)
	
	
	
	
	





5. Clearing house
	[bookmark: _Hlk79162974]No
	Requirements
	Points
	Compliant
	Partially Complaint
	Not Compliant
	Remarks

	1
	Payment collection and revenue reconciliation include supporting the following functions:
Data clearing
Data transfer
Data reconciliation
Financial clearing
Settlement management
Invoice handling
All transaction data for the mobile ticketing application shall be loaded into the AFCS database for inclusion in all applicable AFCS reports. This data shall also enable full reconciliation of mobile ticket purchases with the funds deposited into the potential bus operator’s bank accounts by the potential bus operator’s payment entity.
	


2
	







	
	
	

	2
	The system shall be responsible for settling all bank card transactions on the portal or the mobile app after deducting the transaction fees and depositing the remainder into <special account> on a daily basis.
	2
	
	
	
	

	3
	The system shall provide a monthly invoice or reconciliation report detailing a breakdown of all fees withheld (e.g. bank card processing fees, chargeback fees, etc.).
	2
	
	
	
	

	4
	The system should maintain payment records to support the auditing of all payments processed, and to support payment dispute and chargeback resolution.
	2
	
	
	
	

	5
	During the design phase the bidder shall finalise all settlement procedure for retail provider handling cash payments. Reconciliation reports will be available from the system.
	2
	
	
	
	

	6
	Settlement data from the bank card processor or merchant bank will be downloaded to the system. This will allow for full settlement traceability to the back office applications. The system will automatically handle non-payment and chargeback transactions, generating the appropriate reports to correct account balances as necessary.
	2
	
	
	
	

	7
	Use GIS application to calculate any distance based fares, zonal fares
	2
	
	
	
	

	8 
	Support SANRAL ABT
	2
	
	
	
	

	9
	Support Open loop payments EMV wallets 
	2
	
	
	
	

	10
	ABT  for NDOT Data  Structure 
	2
	
	
	
	

	
	Section Total (20)
	
	
	
	
	



6. The AFC Systems must include and ITSM system that complies with the following 
	No
	Requirements
	Points
	Compliant 
	Not Compliant
	Partially
Compliant
	Remarks

	1
	ITSM Implementation Design And (Core Requirement)
· Design documents and diagrams for all components of the proposed system, whether On Premises or SaaS. 
· For On-Premises systems, server hardware recommendations for initial planned implementations and expanded implementations. 
· Storage hardware recommendations for initial planned implementations and expanded implementations. 
· Recommendation on best approach for process implementation. 
· Recommendation on ISU personnel required to support the system. 
· Recommended conversion and migration approach (e.g., from various currently implemented solutions to proposed solution). 
· Recommended test plans and procedures. 
· Standard Operating Procedures conducive to an educational institution of our size. 
· Recommended best business practices for use of the ITSM solution. 
· Product documentation. 

	1
	
	
	
	

	2
	ITSM System Implementation Services (Core Requirement)
· For On Premise systems, supply and install the application software on hardware provided by Rea Vaya and Metrobus
· Complete system implementation.
· Setup and configuration of all integrations fully supported in the current release of the product including, but not limited to Active Directory and single sign-on.
· Provide support staff during configuration acceptance tests.

	1
	
	
	
	

	3
	Training (Core Requirement)
· The selected Vendor shall provide all technical, operational, and administrative knowledge transfers required for ISU personnel to successfully conduct activities related to the deployed solution.
· Technical training materials and classes including both onsite and distance/online delivery.
· End user training materials and classes including both onsite and distance/online delivery.

	1
	
	
	
	

	4
	Support (Core Requirement)
· Ongoing application maintenance and support.
· Warranty support for all system software. 
· A detailed Service Level Agreement (SLA) as agreed upon by both ISU and the selected vendor. 

	1
	
	
	
	

	Section Total (4)
	
	
	
	
	



7. Generic FO AFC Requirements

	No
	Require
	Points
	Compliant 
	Not Compliant
	Partially
Compliant
	Remarks

	1
	After initial configuration and initial download of metadata (routes, tariffs, hotlists, etc.) from the AFC System, the system must be able to operate autonomously in an offline and online manner and must be able to recover from a power failure without requiring configuration or download of metadata
	2
	
	
	
	

	2
	Comply with ISO 14443 A/B, ISO 18092 (NFC)
	2
	
	
	
	

	3
	Comply with Cipurse T Card 8K.
	2
	
	
	
	

	4
	Comply with EMV L1 Certified
	2
	
	
	
	

	5
	Comply with EMV L2 Certified (Mastercard, Visa, American Express
	2
	
	
	
	

	6
	Comply with Supporting Mobile payments (Google Pay, Samsung Pay, Garmin Pay,...)
	2
	
	
	
	

	7
	Comply with PCI-PTS 5.1 SCR (Tamper Proof, Crypto Processor, Secure Element)
	2
	
	
	
	

	8
	Modular build, other applications are available (Discover, JCB, CUP, ...)
	2
	
	
	
	

	9
	Comply with and Accept QR code
	2
	
	
	
	

	10
	Authorise entry or exit of commuters after validating fare media
	2
	
	
	
	

	11
	Not accept fare media nor allow passage outside the operational time of the Rea Vaya system
	2
	
	
	
	

	12
	Record entry and exit transaction detail and send each transaction to the AFC System. Transaction detail shall be stored for both successful and unsuccessful transactions. The transaction detail shall include at least the following information:
a. Unique fare media identifier for successful transaction
b. Globally unique consecutive identifier of transaction
c. Date and time of transaction
d. Transaction outcome
e. Unique identifier of system (AFC Gate, AFC OBS, AFC PCV)
f. Unique identifier of location where transaction took place
g. Fare product selected
h. Amount of transaction (if pre-authorised debit used) or deduction in fare product balance (if transit product used)
BIN Number of AFC Fare Media (if EMV card) for successful transactions
	2
	
	
	
	

	13
	All transit transaction information must be stored in non-volatile memory until it has been successfully uploaded to the AFC System
	2
	
	
	
	

	14
	Metadata changes must be downloaded from the AFC System at least daily
	2
	
	
	
	

	15
	The system must only allow passage as per the hours of operation configured on the AFC System
	2
	
	
	
	

	16
	Support the AFC products configured in the AFC System
	2
	
	
	
	

	17
	Support the AFC operations rules defined by the COJ (Metrobus and Rea Vaya Fare Policies)
	2
	
	
	
	

	18
	Fare payment transactions and validation information shall be uploaded to the AFC System near real time 
	2
	
	
	
	

	19
	The system shall receive all types of list such as hot-listed Fare Media and acceptance lists on a regular basis (minimum 10 minutes must be configured in the back office) 
	2
	
	
	
	

	20
	Upon presentation of Fare Media, the system shall verify the Fare Media validity (see “Annexure A2 – AFC Fare Media”) and shall not accept any Fare Media for which the validity could not be verified. 
	2
	
	
	
	

	21
	The system shall select the most cost effective valid transit product and if no valid transit product is found on the Fare Media, a “Pay as You Go” (on your ABT account, EMV purse or on your card)  transaction shall be used subject to sufficient funds being available on the Fare Media
	2
	
	
	
	

	22
	If the system updates one of the frames of the NDOT AFC Data Structure resident on the Fare Media, the system shall calculate a Message Authentication Code (MAC) and store the MAC in the relevant frame
	2
	
	
	
	

	23
	The system shall be configurable to operate in either entry mode or exit mode or both modes to allow flexibility in terms of passenger flow. The unit must allow bi-directional traffic in one or both directions at a time as configured
	2
	
	
	
	

	24
	Provide non-volatile storage for configuration both data and software, up to 8 GB of data
	2
	
	
	
	

	25
	The system must be capable of generating and storing a future configuration data set that activates at a predetermined date and time
	2
	
	
	
	

	26
	No transactional data may be overwritten or deleted until it has been successfully uploaded to the AFC System
	2
	
	
	
	

	27
	Be able to operate in a “Normally Closed” (i.e. paddles closed) and a “Normally Open” (i.e. paddles open) mode. If in “Normally Open” mode and an invalid passage and tailgating is detected, the paddles must close.
	2
	
	
	
	

	28
	Support 802.1X authentication
	2
	
	
	
	

	29
	Provide a UPS for all stations that can provide power back up for additional 4 hours after the existing UPS runs out of power 
	2
	
	
	
	

	30
	Be able to store transaction information for up to 14 day 
	2
	
	
	
	

	Section Total (60)
	
	
	
	
	




8. AFC Application specification
	No
	Require
	Points
	Compliant 
	Not Compliant
	Partially
Compliant
	Remarks

	1
	For the AFCS hosting, the bidder can offer a cloud-based hosting solution that can meet performance and scalability requirements and cybersecurity policy of the COJ  and SITA
	5
	
	
	
	

	2
	The AFCS should be built on multi-tenant (multi-agency) architecture, where the system could be Software as a Service (SaaS) or (IaaS) for each agency. The multi-tenant database could be implemented using a logical database where all data is stored in the same database, but each agency’s data is accessible only to themselves, or hosted, in which every agency is treated separately with individual instances of software, databases, and servers.
	5
	
	
	
	

	Section Total 10
	
	
	
	
	



9. Agency Portal
	No
	Require
	Points
	Compliant 
	Not Compliant
	Partially
Compliant
	Remarks

	1
	The portal should serve two types of agencies:
Operators (transit agencies)
Sponsors agencies 
	2
	
	
	
	

	2
	The transit agencies (operators) will have access to the system through the agency portal.
Each agency can only have access to their own data and be able to conduct different functions such as:
Set their fare
Handle capping configurations
Account categories
View their fleet transactions and usage
	2
	
	
	
	

	3
	Agencies granted permission by Rea Vaya and Metrobus will be able to administer and manage their members’ transit accounts using the Agency portal [sponsors and beneficiaries].
	2
	
	
	
	

	4
	The system should provide a facility to upload a batch of valid identifiers representing the agency members to the system.
	2
	
	
	
	

	5
	The system should support adding new agencies to the system.
	1
	
	
	
	

	6
	The bulk of partner agency members (beneficiaries) will be managed using a whitelist of valid cards from the partner Agency. Partner Agency will provide identification cards regularly to be imported into the system.
	1
	
	
	
	

	7
	Ability to handle agency passes through the portal.
	1
	
	
	
	

	Section Total (11)
	
	
	
	
	


10. Compliance Matrix for Integration Specification
	No
	Requirement
	Points
	Compliant 
	Not Compliant
	Partially
Compliant
	Remarks

	1
	Integration with on-board components should be designed to allow for future expanding and using new on-board technologies. Bidders should show how the following functions will be supported through open interfaces:
Transactions authorisation
Real time access: The on-board unit will reference the master list in real time if the AFCS is available.
Offline access: The on-board unit (OBU) should be able to download a copy to be used when the AFCS is offline. A copy of master list could be uploaded to the OBU from a flash disk.
Synchronise: Once the offline AFCS is back, the system should allow for synchronisation the offline transactions (e.g. download an updated master list to the OBU).
Operator consoles updates
	1
	
	
	
	

	2
	Integration with external POS system; mobile application for functions such as:
Sales/Purchase
Suspension
Reactivation
Registration
or self-services such as:
View transit account balance
View transaction history
View fare capping status
Search API
Reservations API
Post booking: ticket cancellations
Schedules and trips
Multilingual email confirmation
New account set-up
	1
	
	
	
	

	3
	Integration with banking system:
Bidders should explain how the system could be extended from closed-loop payment to open-loop payment considering the following:
The integration between the AFC and the acquiring bank should be through a payment services provider.
The system should be enabled for open payment system where activities between an acquirer bank, AFC system and terminals require host based risk management, authorisation, clearing and settlement activities to be conducted in a secure way.
	3
	
	
	
	

	4
	Ability of the system to integrate with CCTV and passenger counting sensors.
	1
	
	
	
	

	Section total (6)
	
	
	
	
	



11. [bookmark: _Hlk79555541]Compliance Matrix for Reports
	[bookmark: _Hlk79555580]No
	Requirement
	Points
	Compliant
	Partially
Compliant
	Not Compliant
	Remarks

	1
	The system must provide a facility to schedule reports/Report run task. Scheduling a report has the following attributes:
Schedule name
Date
Time
Option to repeat if failed [retry option]
A recipient email for notification when completed or in case of failure to run
Option to repeat the run [specific date: repeat every month on Date/Time].
	1
	
	
	
	

	2
	The system must provide a report builder tool to enable power users to customise reports' data and formatting. Bidder should provide full description of the proposed report builder in their proposal.
	2
	
	
	
	

	3
	A report builder should provide the following minimum capabilities:
Ability to add rows of columns selected from the DB and arranged in the report layout
Ability to have multiple layouts and sections
Ability to edit the row labels
Ability to set row-level formatting
Ability to preview a sample result
Ability to add filters to selected columns
Ability to sort columns
Ability to save the report for future use
Ability to publish the report for use by other users
Ability to add (Access Control List) to the report
	2
	
	
	
	

	4
	Provides data visualisations tool that includes charts, maps, sparklines, and data bars that can help produce new insights well beyond what can be achieved with standard tables and charts.
	1
	
	
	
	

	5
	The system should have ready standards such as bot not limited to:
Ability to generate reports showing all transactions categorised by media type, customer type and or operator
Ability to generate reports showing non-payment and chargeback transactions to handle balances
Ability to access reconciliation data and reports through the system
Ability to conduct analysis based on GIS/route data provided with the transactions
	1
	
	
	
	

	
	· Reconciliation tool: Reporting: A statement can be produced to highlight any records that are unmatched between the GL and bank statement. The system should also be able to compare financial reports from previous historical periods in time. 
· Issue management: If there’s an issue, the tool should identify the exception and be able to roll the forward problems into subsequent periods until it’s been resolved. You can also leverage a clean-up method to resolve issues manually. 
· Transaction matching: This is the crux of the tool. Here, the data can be pulled from various sources, compared and matched. You can establish matching rules for each account separately or create company-wide matching policies. You should also be able to define tolerance levels for a variance. 
· Classification: Records should be able to be classified and attributed to their type classes during the matching process. This could be performed manually or automatically. 

	6
	
	
	
	

	Section Total (13)
	
	
	
	
	



12. Compliance Matrix for network 
	[bookmark: _Hlk78955101]No
	Requirement
	Points
	Compliant 
	Not Compliant
	Partially
Compliant
	Remarks

	1
	Communication in the field will occur using the existing on-board routers’ cellular connection. Field transactions will be processed within hundreds of milliseconds so that data is available virtually immediately.
	1
	
	
	
	

	2
	Currently operators are individual operators and they do not own a garage. Operators may use the Rea Vaya Metrobus depot. The bidder should provide a solution to connect buses with the AFCS with existing depot. The WIFI available in garages which is routable to the internet can be used to download system updates to vehicles
	1
	
	
	
	

	3
	The on-board network connection will also be used to provide each validator with regular updates to the list of cards with valid passes.
	1
	
	
	
	

	4
	The operator consoles will have WIFI for communication with the back office while in the depot.
	1
	
	
	
	

	5
	The OBU shall not be connected to the Internet, it shall connect the bus business systems to the central system through a secure virtual private network through Business Mobile Gateway Router (BMGR).
	1
	
	
	
	

	6
	The validators and/or operator consoles will have WIFI capabilities for communications with the back office while in the depot
	1
	
	
	
	

	7
	The on-board modules will be able to communicate over Ethernet and TCP/IP, at a minimum. The communication interface to be used will be determined during design review and must provide adequate support for all system capabilities and integrations. Additional communication standards may be used such as SAE Vehicle communications standards (such as J1708/1939), Bluetooth, USB, etc.
	1
	
	
	
	

	8
	The connection between the front end devices and back office will be over a routable IP network. Where required, the connections will be secured using Transport Layer Security (TLS) and strong encryption, such as TDEA or AES. All data sent via the internet will be TLS-encrypted using the HTTPS protocol. Any IP communications must not preclude components of the system utilizing IPv6.
	1
	
	
	
	

	9
	All network communication and connections should be able to support all OSI layer protocols

	1
	
	
	
	

	Section total (9)
	
	
	
	
	



13. AFCS Security Compliance Matrix

	No
	Requirement
	Points
	Compliant 
	Not Compliant
	Partially
Compliant
	Remarks

	[bookmark: _Hlk17021291]1
	Provide and implement plan for
· Handling of fraud
·  Disaster recovery
· High availability
·  Backup and restore
· System security including PCI-DSS
·  Remote access to the web applications and web servers
·  Two authentication factors for rider portal
·  Physical security to mounted and installed devices including protection against damage and vandalism
·  Fault tolerance technique preventing loss of data
·   Network security
	1
	
	
	
	

	2
	Apply Minimum 128-bit encryption keys to all data communicated between field equipment and AFCS.
	1
	
	
	
	

	3
	The System should provide protection against the following attacks:
There are different types of attacks that should be considered during the design and implementation. The most popular attacks are:
· SQL Injection
· Path Traversal
·  Cross-site scripting
· Denial of service
· Connecting local files
·  Implementing XML external entities
· Downloading random files
· Cross-site request forgery
	1
	
	
	
	

	4
	System should implement inter-tier authentication. Before initiating communication or data transfer with other tiers, application tiers should authenticate with each other. This ensures that an attacker cannot impersonate the identity of other communicating tiers/components.
	1
	
	
	
	

	5
	Verify all account identity authentication functions (such as update profile, forgot password, disabled/lost token, help desk or IVR) that might regain access to the account are at least as resistant to attack as the primary authentication mechanism.
	1
	
	
	
	

	6
	Verify that all authentication decisions can be logged, without storing sensitive session identifiers or passwords. This should include requests with relevant metadata needed for security investigations.
	1
	
	
	
	

	7
	Verify that credentials are transported using a suitable encrypted link and that all pages/functions that require a user to enter credentials are done so using an encrypted link.
	1
	
	
	
	

	8
	Verify that users can enrol and use TOTP verification, two-factor, biometric (touch ID or similar), or equivalent multi-factor authentication mechanism that provides protection against single factor credential disclosure.
	
	
	
	
	

	9
	An application must log security events (e.g., successful or failed authentication events, failed authorisation events, session cookie modifications, data validation failures, etc.).
	1
	
	
	
	

	10
	The logs Audit and monitor architecture has the following components:
Source: logs should be captured at least from the following three sources:
· Database logs
·  Application logs
·  Network activity logs
A REST API: to capture the logs and send them to a log management system
A Log Management System: it consists at least from the following components:
· A search component
· A dashboard
·  Alert
	1
	
	
	
	 

	11
	Enforce HTTPS. If any user tries to access an application over an HTTP connection, the application should redirect the user to the HTTPS version of the application
	1
	
	
	
	 

	12
	Administrators shouldn’t have one account for all activities, rather assign the administrator different accounts where each account has specific function.
	1
	
	
	
	 

	13
	The system should utilize a role-based security system allowing an unlimited number of roles to be assigned to each user.
	1
	
	
	
	 

	Section Total  13
	
	
	
	
	



14. Compliance Matrix (Fare Media)
	No
	Requirements
	Points
	Compliant
	Not Compliant
	Partially
Compliant
	Remarks

	1
	Fare media will serve as a credential for a back office account where the fare processing is handled by the AFCS. This should reduce the need for complex field validation devices.

	1
	
	
	
	

	2
	Following fare media should be supported:
Contactless smart card
Limited use smart cards
Bank card [enabled for roll-out phase]
Paper ticket
Cash
Barcode media
	1
	
	
	
	

	3
	The AFCS shall accept closed-loop smart card issued by different agencies:
Cipurse cards issued by SANRAL
Third party compliant issued cards with ISO/IEC 14443, 
	1
	
	
	
	

	4
	Rider media shall be compliant with:
ISO 14443 types A & B RF communication protocols
ISO/IEC 14443-1 for Physical Characteristics and ISO/IEC 7810-ID1 size for all dimensions
EMV Open loop transactions
EMV Wallet and prepaid debit cards
Cipurse T Card (8k)
QR Code 
EMV prepaid debit (NDOT data structure)
Cipurse T Card 8K.
EMV L1 Certified
EMV L2 Certified (Mastercard, Visa, American Express)
Supporting Mobile payments (Google Pay, Samsung Pay, Garmin Pay,...)
 PCI-PTS 5.1 SCR (Tamper Proof, Crypto Processor, Secure Element)
Modular build, other applications are available (Discover, JCB, CUP, ...)
Accept QR code

	6
	
	
	
	

	5
	In future phases, Rea Vaya/ Metrobus intends to accept open payments utilizing a variety of fare media and additional payment options such as:
Apple Pay
Google Wallet
Contactless credit/debit cards, etc.
Bidders should clarify in their proposals how the proposed solution will be extended to meet the open payment requirements. However, future options shall not impact existing equipment and integration services.
	1
	
	
	
	

	6
	The bidder must provide alternative distribution channels by integrating with 3rd Party payment service provider to top up Metrobus and Rea Vaya value 
	1
	
	
	

	

	Section Total (10)
	
	
	
	
	



15. CVM Compliance Matrix 
	No
	Requirements
	Points
	Compliant
	Not Compliant
	Partially
Compliant
	Remarks

	1
	The AFCS shall include automatic ticket vending machines (CVM), capable of issuing/reloading smart cards as well as barcode paper tickets. The CVM shall support payment by coins and banknotes.
The CVM shall enable adding funds to the account of the rider from the GUI of CVM.
The CVM shall meet the following requirements:
Processing unit: industrial PC, ≥4GB flash memory, ≥1 GB RAM
Display: ≥15” sunlight readable anti-vandal colour displays with operation via touch panel
Paper width up to 57 mm
Smart card support: RFID card reader-writer (dispenser), allowing passengers to issue a new contactless card or reload an existing contactless card.
Communications: LAN Ethernet 10/100 Mbit, WLAN, GSM, GPRS, EDGE, UMTS
Operating temperature: comply with local environment in Johannesburg
Storage temperature: comply with local environment in Johannesburg
Humidity: comply with local environment in Johannesburg
Power supply: 220± 10% VAC
Integrated UPS
Housing: Galvanized metal sheet, 2mm for the main body and 3mm for the door
Main case IP54. Slots IP34, 33
Vandalism-safe door with 5-point lock
Shutters in all slots for secure & outdoor operation
Dimensions: Height 1790mm, Width 600mm, Depth 560mm approx.
Security: Integrated alarm system with remote notifications via SMS/email.
Compliance: CE
At each ATVM, a software application will be installed which will be used in order for the passengers to be able to reload a smart card or buy a barcode paper ticket. The application shall provide a user friendly graphical user interface, especially designed for touch screens. Also, the application will provide management functionality to the Client staff (device management, financial management, alarm handling, etc.).
	1
	
	
	
	

	2
	The CVM shall provide the following 
allow the user to select a language preference (English, isiZulu, and Tswana);
	1
	
	
	
	

	3
	The CVM shall provide the following:
Use pictograms and Iconography to ensure a full self-service vending machine using Nielsen and Molich's 10 User Interface Design Guidelines  
	1
	
	
	
	

	4
	The CVM shall provide the following functionality:
Verification of Fare Media validity as prescribed in “Annexure A2 – AFC Fare Media”
	1
	
	
	
	

	5
	Record the information for each card transaction (activation, transit product load, pre-authorised debit load, penalty fare paid, card reset, etc.) and send the information to the AFC Back-Office system. The following information shall be recorded as a minimum:
a) date and time;
b) unique ID of CVM device;
c) unique consecutive ID of that transaction in the system;
d) transaction type identifier (activation, value loading, transit product load, etc.);
e) value of transaction (or error);
f) the AFC Data Structure before and after the transaction (irrespective if it was changed or not);
g) unique ID of payment media in the transaction; and
h) Unique ID of techinical card used to activate the CVM device.
i) Value before loading and after loading a transaction
j) Unique transaction identifier
k) Send receipt to email, sms or watsapp.

	1
	
	
	
	

	6
	CVM will only accommodate contactless and card transactions no CVM will take cash 
	1
	
	
	
	

	7
	Register users for tokenization platform 
	1
	
	
	
	

	Section Total (7)
	 
	
	
	
	



16. [bookmark: _Toc380942317][bookmark: _Toc393917269]AFC Gate Validator must at minimum comply with the below matrix 
	No
	Requirement
	Points
	Compliant 
	Not Compliant
	Partially
Compliant
	Remarks

	1
	Smart card validators shall perform the following functions:
Support top-ups and reloads
Support ISO7816 SAM-size card slots
Firmware upgradable
Dust and water resistant
Overvoltage and overcurrent protection
Ensure that all transactions between card and reader are secure by supporting various forms of cryptography to protect the system from unauthorised access to the system and unauthorised transactions. The SAM provides a higher level of security by managing the security keys for all data exchange and transactions.
Integrated 2D barcode reader
	1
	
	
	
	

	2
	ISO 14443 A/B, ISO 18092 (NFC)
 EMV L1 Certified
EMV L2 Certified (Mastercard, Visa, American Express)
Supporting Mobile payments (Google Pay, Samsung Pay, Garmin Pay,...)
 PCI-PTS 5.1 SCR (Tamper Proof, Crypto Processor, Secure Element)
Modular build, other applications are available (Discover, JCB, CUP, ...)
 Accept QR code
	1
	
	
	
	

	3
	The validator should check on whether the presented card:
Is valid
Issued by a recognized entity
Initialised, authorised for use
Contains any valid fare product or travel authorisation
	1
	
	
	
	

	4
	The validator should do blacklist check which must be downloaded on agreed frequency that will be determined in the design phase.
	1
	
	
	
	

	5
	The system should be capable to upload transactions completed while offline to the AFCS when the communication is restored. Account balances and whitelists can be maintained on the validators and transactions approved without back office approval. This would require the system to regularly publish account updates to the back office to keep accounts up-to-date.
	1
	
	
	
	

	6
	For travel passes, the system should verify that the travel pass is current, checks any applicable restrictions, approves or rejects its use, and stores or transmits transaction data for downstream processing and reimbursement.
	1
	
	
	
	

	7
	For time based passes, the system should identify applicable fare products, checks period of validity and any other restrictions, approves/rejects the transaction, and stores/transmits the transaction record.
	1
	
	
	
	

	8
	For “tap-on, tap-off”, the validator at entry may deduct the applicable fare and the validator. This option should be validated during the design phase. The bidder should consider  that there are two parts to the station an unpaid area and a paid area.
	1
	
	
	
	

	9
	Ability to handle journey based tickets.
	1
	
	
	
	

	10
	Ability to handle free transfers or rebates for stored value or journey based tickets. The validator determines whether the transfer conditions have been met, and then decides whether to apply free/rebate transfer or treat it as a new trip and deduct the relevant value.
	1
	
	
	
	

	11
	For fare capping, the validator determines whether it is applicable, and applies the appropriate rules to determine what tariff to deduct (if any).
	1
	
	
	
	

	12
	For top-ups and reloads, the validator acts as an interface with the ticket issuing or vending machine where the rider makes the payment.
	1
	
	
	
	

	13
	The validators must also be capable of accepting payment by smartphone via barcode or NFC-presentation as available. The validator will accept and process 2-dimensional barcode media, including paper tickets, accept and process 2-dimensional barcodes displayed by mobile phone ticketing application.
	1
	
	
	
	

	14
	Payment validation and the deduction of account value will occur when fare media are tapped on a payment validator. Upon presentation, the validator will determine the appropriate fare based on the defined tariff, ride history (including fare accumulation for fare capping), the presence of any institution-specific fare products, and other attributes contained in the account such as discount eligibility.
	1
	
	
	
	

	15
	The validator will have visual and audible indicators that provide distinctive messages for approval or denial of all fare media validations and validator status. Visual and audible indicators must be disability-people friendly. The validator display will convey transaction price, account balance, and other pertinent information.
	1
	
	
	
	

	16
	An operator console will be used to interface with the on-board validator and display fare validation results to the bus operator.
	1
	
	
	
	

	17
	The operator console will allow the operator to tally operational data such as rider paying in cash fare.
	1
	
	
	
	

	18
	The validators and/or operator consoles should have GPS capabilities. Location data collected from the validator shall be transmitted to the AFCS, enabling the ability to track the current location of the bus and enabling third party services to geofence or project the location data into a map.
	1
	
	
	
	

	19
	The AFC Validator screen content (graphics, animation and text), layout, languages and screen sequence (navigation) must facilitate ease of use taking into account a wide spectrum of commuters from different socioeconomic backgrounds. The Contractor shall facilitate design review workshops with the Employer and obtain approval from the Employer for the screen content (graphics, animation and text), layout, languages and screen sequence (navigation). The system shall primarily be pictogram based. Based on Jakob Nielson Ten usability heuristics https://uxdesign.cc/jakob-nielsens-10-heuristics-for-user-interface-design-3fe09af5fd99

	1
	
	
	
	

	20
	The AFC Validator shall as a minimum display the following information:
i. In/Out of service.
ii. Go/Proceed.
iii. Direction of operations.
iv. Seek assistance (flashing and audible alarm)
v. Insufficient value amount (ZAR)
vi. Card type.
vii. Fare type.
viii. Fare due (ZAR).
ix. Transit Product used.
x. Balance for payment method used.
xi. The entry/exit point reference/name.
xii. Balance on Cipurse and or low balance warning on  EMV NDot Card and ABT linked cards 
	1
	
	
	
	

	21
	Audible and visual feedback must be provided to commuters. Visual feedback shall be simple in the form of:
xiii. Full red – Access denied;
xiv. Full green – Access allowed;
Full orange – Warning (validity to expire or funds low) 
	1
	
	
	
	

	22
	The display of the AFC Validator shall be placed to maximize ergonomics for a person with a length of 1.8 m and at a minimum height of 1 m from ground level. The placement of the AFC Validator shall not contribute to the denial of passage to commuters with disabilities
	1
	
	
	
	

	23
	The display shall be at minimum, 3.5” touchscreen, 16 bit trans reflective colour TFT-LCD graphics
	1
	
	
	
	

	24
	At minimum have the following:
xv. Processor: 4 core CPU
xvi. RAM: 2 GB Ram
xvii. Disk Storage Memory: 8 GB
Operating System : The operating system of the validator must be Android 9.0 or higher, or Linux kernel 5.10 or higher.
	1
	
	
	
	

	25
	The display shall be at a minimum:
i. 3.5”  16 bit transflective colour TFT-LCD graphics
ii. Active display area of at least 70 mm x 52.2 mm
iii. 16 bit colour depth
iv. 320 x 240 pixels
v. Contrast ratio of 350:1
vi. Minimum Brightness of  450 cd/m2
Have a horizontal viewing angle of 60 degrees and a vertical viewing angle of 120 degrees
	1
	
	
	
	

	26
	The display shall be protected with minimum 1.1 mm toughened glass with an anti-glare finish
	1
	
	
	
	

	27
	The AFC Validator shall provide audio feedback using a 2 W speaker providing >= 70 dBA at one meter with sine wave tones from 500 Hz to 1 500 Hz
	1
	
	
	
	

	28
	Include anti-tamper sensors unauthorised cabinet penetration, etc.) that will trigger an audible alarm as well as send a message to the AFC SCADA system
	1
	
	
	
	

	29
	Impact Resistance rating of IK10 on housing: EN 62262 rating as stated in technical specification;
	1
	
	
	
	

	30
	Ingress Protection rating of IP54: EN 60529 rating as stated in technical specification
	1
	
	
	
	

	31
	Validators will include at least three (3) multicolor light-emitting diode (LED) indicator lights that can be configured to provide feedback on payment and device status. Or simulation of the (LED) on display is allowed.
	1
	
	
	
	

	32
	Water/solvents: IEC529 and  other operational conditions: water spray, industrial cleaning solvents, and mud on system components from cleaning vehicle floors and walls
	1
	
	
	
	

	Section total (32)
	
	
	
	
	



17. [bookmark: _Toc78998095]Compliance Matrix for Bus Validator 
	No
	Requirement
	Points
	Compliant 
	Not Compliant
	Partially
Compliant
	Remarks

	1
	Smart card validators shall perform the following functions:
Support top-ups and reloads
Support ISO7816 SAM-size card slots
Firmware upgradable
GPS integrated
Dust and water resistant
Overvoltage and overcurrent protection
Ensure that all transactions between card and reader are secure by supporting various forms of cryptography to protect the system from unauthorised access to the system and unauthorised transactions. The SAM provides a higher level of security by managing the security keys for all data exchange and transactions.
Integrated 2D barcode reader
	5
	
	
	
	

	2
	ISO 14443 A/B, ISO 18092 (NFC)
 EMV L1 Certified
EMV L2 Certified (Mastercard, Visa, American Express)
Supporting Mobile payments (Google Pay, Samsung Pay, Garmin Pay,...)
 PCI-PTS 5.1 SCR (Tamper Proof, Crypto Processor, Secure Element)
Modular build, other applications are available (Discover, JCB, CUP, ...)
 Accept QR code
	1
	
	
	
	

	3
	The validator should check on whether the presented card:
Is valid
Issued by a recognized entity
Initialised, authorised for use
Contains any valid fare product or travel authorisation
	1
	
	
	
	

	4
	The validator should do blacklist check which must be downloaded on agreed frequency that will be determined in the design phase.
	1
	
	
	
	

	5
	The system should be capable to upload transactions completed while offline to the AFCS when the communication is restored. Account balances and whitelists can be maintained on the validators and transactions approved without back office approval. This would require the system to regularly publish account updates to the back office to keep accounts up-to-date.
	1
	
	
	
	

	6
	For travel passes, the system should verify that the travel pass is current, checks any applicable restrictions, approves or rejects its use, and stores or transmits transaction data for downstream processing and reimbursement.
	1
	
	
	
	

	7
	For time based passes, the system should identify applicable fare products, checks period of validity and any other restrictions, approves/rejects the transaction, and stores/transmits the transaction record.
	1
	
	
	
	

	8
	For “tap-on, tap-off”, the validator at entry may deduct the applicable fare and the validator. This option should be validated during the design phase. The bidder should consider that the majority of the buses have only one door.
	1
	
	
	
	

	9
	Ability to handle journey based tickets.
	1
	
	
	
	

	10
	Ability to handle free transfers or rebates for stored value or journey based tickets. The validator determines whether the transfer conditions have been met, and then decides whether to apply free/rebate transfer or treat it as a new trip and deduct the relevant value.
	1
	
	
	
	

	11
	For fare capping, the validator determines whether it is applicable, and applies the appropriate rules to determine what tariff to deduct (if any).
	1
	
	
	
	

	12
	For top-ups and reloads, the validator acts as an interface with the ticket issuing or vending machine where the rider makes the payment.
	1
	
	
	
	

	13
	The validators must also be capable of accepting payment by smartphone via barcode or NFC-presentation as available. The validator will accept and process 2-dimensional barcode media, including paper tickets, accept and process 2-dimensional barcodes displayed by mobile phone ticketing application.
	1
	
	
	
	

	14
	Payment validation and the deduction of account value will occur when fare media are tapped on a payment validator. Upon presentation, the validator will determine the appropriate fare based on the defined tariff, ride history (including fare accumulation for fare capping), the presence of any institution-specific fare products, and other attributes contained in the account such as discount eligibility.
	1
	
	
	
	

	15
	The validator will have visual and audible indicators that provide distinctive messages for approval or denial of all fare media validations and validator status. Visual and audible indicators must be disability-people friendly. The validator display will convey transaction price, account balance, and other pertinent information.
	1
	
	
	
	

	16
	An operator console will be used to interface with the on-board validator and display fare validation results to the bus operator.
	1
	
	
	
	

	17
	The operator console will allow the operator to tally operational data such as rider paying in cash fare.
	1
	
	
	
	

	18
	The validators and/or operator consoles should have GPS capabilities. Location data collected from the validator shall be transmitted to the AFCS, enabling the ability to track the current location of the bus and enabling third party services to geofence or project the location data into a map.
	1
	
	
	
	

	19
	The AFC Validator screen content (graphics, animation and text), layout, languages and screen sequence (navigation) must facilitate ease of use taking into account a wide spectrum of commuters from different socioeconomic backgrounds. The Contractor shall facilitate design review workshops with the Employer and obtain approval from the Employer for the screen content (graphics, animation and text), layout, languages and screen sequence (navigation). The system shall primarily be pictogram based. Based on Jakob Nielson Ten usability heuristics https://uxdesign.cc/jakob-nielsens-10-heuristics-for-user-interface-design-3fe09af5fd99

	3
	
	
	
	

	20
	The AFC Validator shall as a minimum display the following information:
xviii. In/Out of service.
xix. Go/Proceed.
xx. Direction of operations.
xxi. Seek assistance (flashing and audible alarm)
xxii. Insufficient value amount (ZAR)
xxiii. Card type.
xxiv. Fare type.
xxv. Fare due (ZAR).
xxvi. Transit Product used.
xxvii. Balance for payment method used.
xxviii. The entry/exit point reference/name.
xxix. Balance on Cipurse and or low balance warning on  EMV NDot Card and ABT linked cards 
	1
	
	
	
	

	21
	Audible and visual feedback must be provided to commuters. Visual feedback shall be simple in the form of:
xxx. Full red – Access denied;
xxxi. Full green – Access allowed;
Full orange – Warning (validity to expire or funds low) 
	1
	
	
	
	

	22
	The display of the AFC Validator shall be placed to maximize ergonomics for a person with a length of 1.8 m and at a minimum height of 1 m from ground level. The placement of the AFC Validator shall not contribute to the denial of passage to commuters with disabilities
	1
	
	
	
	

	23
	The display shall be at minimum, 3.5” touchscreen, 16 bit trans reflective colour TFT-LCD graphics
	1
	
	
	
	

	24
	At minimum have the following:
xxxii. Processor: 4 core CPU
xxxiii. RAM: 2 GB Ram
xxxiv. Disk Storage Memory: 8 GB
Operating System : The operating system of the validator must be Android 9.0 or higher, or Linux kernel 5.10 or higher.
	1
	
	
	
	

	Section Total  (30)
	
	
	
	
	



18. Handheld Validator Compliance Matrix
	No
	Requirement
	Points
	Compliant 
	Not Compliant
	Partially
Compliant
	Remarks

	1
	The portable handheld validator is a light weight and user-friendly device that acts as all in one. The device should have:
Thermal printer
Card reader
RFID
Barcode reader
WIFI
GPRS, GPS
High-brightness resistive touch screen and numeric or QWERTY keypad
Rugged
Supports ISO/IEC and ISO14443 type A/B RFID devices and Cipurse product and EMV types
Has two integrated Secure Access Modules (SAM) for secure transactions
Supports 2D imager for scanning and barcoding tasks
Wireless LAN connectivity
	1
	
	
	
	

	2
	Display:
I. Sunlight readable display;
II. Minimum 3.5” 16 bit transflective colour TFT-LCD graphics;
III. Resistive touch screen with stylus and finger operation;
IV. Active display area of at least 70 mm x 52.2 mm;
V. 320 x 240 pixels;
VI. Contrast ratio of 350:1;
VII. Brightness of 400 cd/m2;
	1
	
	
	
	

	Section Total (2)
	
	
	
	
	



19. Compliance Matrix for Commuter Website 
	No
	Requirement
	Points 
	Compliant 
	Not Compliant
	Partially
Compliant
	Remarks

	1
	The portal will be the primary means of account management and loading value for customers.
	1
	
	
	
	

	2
	Customers will use one account to manage their account across both the mobile ticketing application and smart cards, including on the portal.
	1
	
	
	
	

	3
	Using the customer portal, customers will have the ability to:
Register an account
View account balance
View transaction history
View fare capping status
Add value to their account
Provide a facility to enable customer to replenish the stored value
Set up autoload to automatically replenish account value either by calendar date or by value threshold
Use their card number to manage their account (for anonymous customers)
Register a new or existing card for loss replacement
Report a lost or stolen card and request a replacement
	1
	
	
	
	

	4
	The portal should support e-commerce functions:
Ability to browse fare products based on the category of the customer and operator configurations.
Support shopping cart behaviour.
Support check-out behaviour.
All purchase transactions shall be secured, and shall utilize no less than 128-bit Secure Socket Layer (SSL) encryption.
Ability to pay for the service using different payment methods.
Ability to save and print the order and the invoice.
Show historical orders and payments in the order page.
Bank funding including credit cards and debit cards will be processed through a single payment gateway managed by a merchant bank or third party payment processor. The gateway will support the processing of bank cards through the portal and mobile app.
The payment gateway identification shall be finalised during the design phase.
The payment gateway will be compliant with all appropriate security standards and the current version of PCI-DSS.
	1
	
	
	
	

	5
	The General Public Web Portal shall display product selections tailored to the fare category profile of the user.
	1
	
	
	
	

	Section Total  (5)
	
	
	
	
	



20. Portal and mobile application general requirements
	No
	Requirement
	Points
	Compliant
	Not Compliant
	Partially
Compliant
	Remarks

	1
	The design of the portal/mobile app should meet the following standards and best practices:
Accessibility and usability standards
Web Content Accessibility Guidelines WCAG 2.0
OWASP web application security
Accessibility and usability standards
	1
	
	
	
	

	2
	During the design phase the bidder shall provide a solution for credit card and payment processing which comply with ISO/IEC 8583 and PCI DSS
	1
	
	
	
	

	3
	The portal should be supported by a content management system (CMS) to enable Rea Vaya and Metrobus end users to maintain and update portal content. And offer the same functions that are available on the website 
	2
	
	
	
	

	4
	User interface should support at least English language and iconography.
	1
	
	
	
	

	Section Points Total (5)
	
	
	
	
	


21. Mobile Application
	No
	Requirement
	Points
	Compliant
	Not Compliant
	Partially
Compliant
	Remarks

	1
	Mobile app should include GIS data and be sent to the AFCS for reporting and analysis.
	1
	
	
	
	

	2
	Customer should be able to access the customer portal from the mobile application and conduct all transactions available including payment transactions.
	1
	
	
	
	

	3
	Customers should be able to purchase base fare pass using their smartphone and then use the device to display valid fare payment on-board using barcodes, NFC, or another form of electronic validation. The application will be available to both Android and iOS users and will be made available and maintained by the vendor from each platform’s public app store.
	1
	
	
	
	

	4
	The mobile application will also act as an account management application for account holders to perform:
Loading of value and fare products to accounts
Inquiry of account balance
View transaction history
View caps status
	1
	
	
	
	

	5
	The mobile app will offer two step verification as an option to users.
	1
	
	
	
	

	6
	The mobile application will allow for dynamic generation of barcodes and real time validation of accounts.
	1
	
	
	
	

	7
	The mobile app will communicate with the validators and back end system to recognize, log, and report on the usage.
	1
	
	
	
	

	8
	Display a secure 2D barcode representing the purchased fare product.
	4
	
	
	
	

	9
	Account validation will be able to occur when the mobile device is not internet connected.
	1
	
	
	
	

	10
	The mobile app will be available in the app stores, offered and maintained by the vendor.
	2
	
	
	
	

	11
	Mobile app QR codes will be ISO/IEC 18004 compliant.
	2
	
	
	
	

	Section  Total (14)
	
	
	
	
	





	Functional Requirement
	Total Score 
	Evaluated Score 

	1. The AFCS must comply User Management Compliance Matrix 

	5
	

	2. Ticket office Machine Matrix 

	18
	

	3. AFC Back-office Compliance Matrix

	6
	

	4. Account management 

	14
	

	5. Work Flow Management tool
	8
	

	6. Clearing House 
	20
	

	7. The AFC Systems must include and ITSM system that complies with the following 

	4
	

	8. Generic FO AFC Requirements

	62
	

	9. AFC Application specification

	10
	

	10. Agency Portal 
	11
	

	11. Compliance Matrix for Integration Specification

	6

	

	12. Compliance Matrix for Reports

	13
	

	13. Compliance Matrix for network 

	9
	

	14. AFCS Security Compliance Matrix

	9
	

	15. Compliance Matrix (Fare Media)

	10
	

	16. CVM Compliance Matrix 

	7
	

	17. AFC Gate Validator must at minimum comply with the below matrix 

	30
	

	18. Compliance Matrix for Bus Validator 
	30
	

	19. Handheld Validator Compliance Matrix

	2
	

	20. Compliance Matrix for Commuter Website 
	5
	

	21. Portal and mobile application general requirements
	5
	

	22. Mobile Application
	14
	

	Total 
	                    298

	



Bidders will only receive points for compliance  
Bidders must score 298 to be eligible for evaluation 
Score will be expressed as a percentage.
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