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[bookmark: _Toc393639684][bookmark: _Toc493848005][bookmark: Section_G1]Scope
This specification covers the requirements for the supply, delivery, installation, testing and commissioning to provide reliable and safe electronic systems.
Compliance with all the requirements stated in this specification is deemed to be included in the contract amount.
[bookmark: _Toc393639685][bookmark: _Toc393639686][bookmark: _Toc493848006]Standards
All material/equipment/work shall comply with the relevant current SABS, BSI and/or IEC standards.
The latest edition at time of tender of the following National and International Standard, Publication and Codes shall be read in conjunction with these specifications. Materials, Equipment, Software and Work specified herein shall comply with:
a) Radio Act No. 3.
b) Regulations of the Department of Posts and Telecommunications.
c) Electronic Communications Act No 36
d) Electronic Communications and Transactions Act, No. 25 of 2002
e) Independent Communications Authority of South Africa (ICASA) Act, 2014
f) SANS 246:2004 / BS 6266:2002 (2009-08-07) Code of practice for fire protection for electronic equipment installations
g) SANS 941:2012 Energy efficiency of electrical and electronic apparatus
h) SANS 2362:1997 / MPT 1362:1997 (2008-08-01) Installation of mobile radio equipment in land based vehicles
i) SANS 60065:2008 / IEC 60065:2005 Audio, video and similar electronic apparatus - Safety requirements
j) SANS 60146-1-*:1991 / IEC 60146-1-*:1991 (2013-02-01) Semiconductor convertors - General requirements and line commutated convertors
k) SATR 60269-*:2012 / IEC TR 60269-*:2010 Low-voltage fuses
l) SANS 60384-*:1999 / IEC 60384-*:1999 (2007-06-01) Fixed capacitors for use in electronic equipment
m) SANS 61000-1-*:2009 / IEC TS 61000-1-*:2008 Electromagnetic compatibility (EMC)
n) SANS 62040-*:2012 / IEC 62040-*:2011 Uninterruptible power systems (UPS)
o) SANS 62103:2005 / IEC 62103:2003 (2011-03-25) Electronic equipment for use in power installations
p) SANS 62368-*:2011 / IEC 62368-*:2010 Audio/video, information and communication technology equipment
[bookmark: _Toc393639687][bookmark: _Toc493848007]Electromagnetic Compatibility
Equipment is often required to operate within it's specified limits adjacent to radio transmitters. Electromagnetic compatibility design principals shall be incorporated to accommodate this application.  To allow system integration, the equipment capability to withstand RF field strength shall be clearly stated.
The design shall also provide measures to eliminate electromagnetic radiation from the equipment and if applicable, the technical specification for this shall be provided.
All equipment to be used shall be suitably suppressed against radio frequency interference which may be introduced by operating radio transmitters in the equipment room.  The Tenderer is required to indicate the maximum RF field strength that the equipment can handle satisfactorily.  If this information is not supplied, it will be assumed that the equipment offered is suitably suppressed for all operating conditions.  All electromagnetic radiation shall comply with the requirements of the Radio Act, Act No. 3 of 1952 and the Electronic Communications Act of 2005 No 36.
[bookmark: _Toc393639688][bookmark: _Toc493848008]Design Requirements
Electrical supply circuits
1. The design shall incorporate methods to protect personnel from accidental contact with potentially dangerous currents and voltages.
r) The equipment shall have a clearly labelled power ON/OFF switch.  The power input side of the switch and the incoming power line connections shall be given physical protection against accidental contact.  The equipment shall comply with the relevant sections of the applicable SABS, IEC and BS safety codes and standards.
Electrical connectors
Connectors shall be selected so that it will be impossible to insert the plug in a receptacle other than the intended electrical cord.
Current overload protection
1. Protection devices such as fuses, circuit breakers, thermal cut-outs, and solid state current interruption devices shall be used.
1. Fuses providing protection to the equipment shall be located so that they are readily accessible and in a convenient location.  At least one extra fuse of each type and rating used shall be supplied and attached to the applicable unit of equipment.  Panel mounted fuse posts shall be such to permit renewal of fuses without the use of tools.
1. Restoring of switching devices such as circuit breakers, shall be readily accessible to the operator.  The circuit breaker shall give a visual indication when the breaker is tripped.
Thermal Design
1. Adequate steps shall be taken in the design of the equipment, in order to maintain equipment parts within their permissible operating temperature limits.
1. Where necessary, the design shall incorporate temperature sensing devices, to prevent thermal run-away.  If it is not desirable to completely shut off the equipment, the performance of such equipment will be reduced to a lower level until the temperature has dropped to a safe level.
1. It is preferable to use cooling techniques based on radiation and free convection.  External devices such as cooling fans shall only be used when natural cooling can not be accommodated.
General Construction
1. All control switches, handles etc. shall be so designed and positioned in relation to other fittings as to be easily accessible.
1. All instrument dials and indicating devices such as displays, shall be fitted in such a manner as to be clearly visible from the operator's normal position.
1. Fuses and circuit breakers shall (where applicable) be mounted on the exterior of the equipment and be easy accessible.
1. Adequate test and measuring points shall be incorporated in the design to facilitate ease of testing.
Printed Circuit Boards (PCBs)
1. Maximum use shall be made of plug-in printed circuit boards using reliable, high quality components.  The boards shall be designed to operate satisfactorily under worst- case conditions.
1. The printed circuit boards shall be of high grade glass epoxy copper clad laminate.  Phenolic or bakelised paper board will not be accepted.
1. The boards shall be of a thickness which is compatible with the weight of the components mounted on it, but in any case, shall not be less than 1,0 mm.
1. The boards shall have an adequate copper laminate of at least 600 gm/m² (2 ozs/ft²).
1. In general, printed circuit boards shall conform to BS 4025 or equivalent.  If multi-layer printed circuit board is used, the connections through the board shall be plated through holes in accordance with BS 4597.
1. Particular attention will be paid to the hole location and size tolerance, the conductor thickness and width, the conductor spacing, the diameter of the holes relative to the component legs and the size of the solder pads and holes.
1. The minimum distance between the conductive tracks on the edge of the printed circuit boards and any adjacent conductive surface, such as frames, shall be calculated as follows:  0,035 mm per volt + 0,35 mm.  Boards that slide into guide rails or supporting structures, shall have a minimum conductor to guide distance of at least 2,5 mm.  (This requirement is not applicable to ground planes or heat sinks).  Tin lead plating shall be used to plate printed circuit boards to facilitate soldering.
1. Printed circuit boards shall be treated with a polymer conformal coating, after the production process to prevent the ingress of moisture and growth of fungus.  Parts such as connectors, switches and adjustable components where mechanical movement is required to align and tune the electronic circuit, shall be protected during the application of the conformal coating.
1. All printed board sockets, plugs and edge connectors are to be hard gold plated.  The insertion and withdrawal force and the contact pressure and area for each connection method proposed is to be such as to ensure good and reliable contact under all circumstances.
1. Multi pin high quality plugs and sockets are preferred rather than printed board edge connectors.
1. Each plug-in card shall be polarised by means of a mechanical key to prevent a card from being plugged into a socket for which it was not intended, and to prevent a card from being inserted upside down.  The key must be demonstrated to be permanent and not capable of being removed by the action of withdrawing the plug-in card.  If this is not possible with the equipment offered, then the terminals shall be so arranged that no damage shall result if a card is accidentally or intentionally inserted into the wrong slot.
1. All components and parts shall be mounted on one side of the printed circuit board only.  All components shall be so mounted as to not obscure access to any terminations of any other parts.  No portion of any component attached to the printed circuit board shall extend beyond the edge of the printed circuit board.
1. Components and parts designed to be mounted with mechanical fasteners shall be mounted so as to withstand all vibrations and mechanical shock hazards encountered during normal road transport.
1. No lead bend radius shall be less than the lead diameter.
1. All components and parts shall be located and spaced so that any part can be removed from the printed circuit board without having first to remove another part.  Parts shall not be placed across or on top of each other.
1. The frames into which the cards are plugged shall provide rigid and positive support and location for the card over the whole length to prevent rocking of the card in the container.  Standard 482mm (19 inch) rack units will be preferred.
1. Component identification is essential and for this purpose the use of silk screen printing on the printed circuit boards is recommended.
1. Each card shall have the following information printed on it:
Name
Drawing/type number
Component identification in accordance with the associated circuit diagram
As an alternative to (iii) a separate drawing may be provided to show component identification.
au) The following drawings for each and every printed circuit board type shall be supplied.
1. Complete circuit diagrams.
1. Drawings showing the layout of components with reference to the circuit diagrams in (i) above.
1. Drawings showing the printed circuit layout (one copy for each layer of the board in the case of multi-layer).
1. The above drawings shall form part of the maintenance manuals to be supplied for the equipment.
av) Extender cards to elevate any printed circuit card above the normal supporting frame shall be supplied to enable maintenance and alignment procedures while the system is in an operational state, where on such cards, adjustment and measuring points are not easily accessible.
Components
1. Only components with at least one and preferably two sources of alternative supply are to be used.  Components shall be of the JEDEC-coded type where possible.  If the components are labelled with type numbers other than registered JEDEC numbers, then a list giving alternative replacement number shall be provided.
1. Preference will be given to systems utilising large scale integrated circuits that are generally obtainable from the major component manufacturers.  Specially developed components shall be avoided as far as possible.
1. The equipment shall not contain thermionic devices.  (This includes the cathode ray tube required for the terminal equipment, where specified).  All semi-conductor components used shall be of the silicon type unless otherwise approved.
1. The use of electrolytic capacitors shall be kept to a minimum.  Where they cannot be avoided they shall have a guaranteed life time in excess of 100,000 hours,  The capacitor elements and internal connecting leads shall be aluminium and no aluminium to copper joints shall be allowed inside the capacitor.  Capacitors are not preferred in circuits which are responsible for basic clock pulse generation.
1. Any relays used shall preferably be of the sealed contact type or mercury wetted reed relays and shall be equipped with resistor/diode suppression circuits across the coil to eliminate inductive transients.  Diodes shall be of the fast recovery types with an inverse voltage rating of at least double that of the relay supply voltage.
1. The resistance value shall not exceed that of the relay coil.  Failure of a relay contact or associated components shall not cause an undesired command to be given from the device in the case of output circuits.  Where relays are used in input circuits, failure of the relay and/or contacts shall result in the generation of an alarm signal.
1. Indication devices shall use lamps of a locally produced type and preferably only one type of lamp shall be used throughout the installation.  All lamps shall be easily replaceable from the front of the equipment, and if a lamp extractor is needed, minimum one unit shall be provided for each location.
1. Where lamps are transistor driven, a series resistor shall be incorporated in the circuit to protect the transistor against cold switch-on surges.  Each resistor shall be mounted close to the transistor and shall be rated such that the surface temperature rise is no more than 10 C above ambient under worst case conditions.
1. Annunciator shall incorporate at least two lamps in parallel and lettering shall not be less than 2,5 mm in height.  The annunciator windows shall be large enough to accommodate the English and tag number inscriptions in one window unless otherwise specified.  Each window shall be able to accommodate at least 50 characters without endue crowding.
Connectors
1. The practice of soldering wires directly onto the printed circuit board shall not be permitted.  Connectors will be used as far as possible.  The design shall make provision for the connectors to be situated on one side of the PC board only.
1. Preference will be given to connectors which will be fitted to cables which provide some form of grip to discourage the practice of pulling the cable to release the connector.  Connectors shall be provided with some means of retention adequate to the conditions of use.
1. Where similar connectors are so placed that possible mis-mating could occur, the connectors shall be provided with alternative inserts, key way setting etc. in addition to the clear identification markings.
1. Only high quality connectors suitable for the application shall be used.
Wiring and Wiring harnesses
1. Wiring harnesses shall not restrict the easy replacement of parts of components which may require replacement or adjustment.
1. Wiring routes shall be planned to avoid hot spots and to preclude the possibility of the use of wires as hand holds.
1. Wires shall be routed to avoid the formation of current loops.
1. Where a harness is terminated in a connector mating with a connector fixed to an assembly, flexibility of the harness shall (where applicable) be such to allow the insertion of a test adapter between the harness termination and the assembly.
1. Wires shall not be carried over or bent round any sharp corner or edge without suitable protection.
1. Sufficient slack shall be left at the ends of wiring runs, to allow for the displacement of components to which they are attached, for inspection and servicing.  All wires in a wiring harness shall be clearly identified by means of colour coding or other suitable means.  Clamps designed to support the wire harness shall be such that it will not affect the mechanical or electrical performance of the wires adversely.
[bookmark: _Toc393639689][bookmark: _Toc493848009]Additional Requirements
Galvanic corrosion
1. When dissimilar metals are used in intimate contact, suitable protection against galvanic corrosion shall be applied.
Accessibility
1. Each item of equipment on each major sub-assembly shall provide for the necessary access to its interior parts, terminals, and wiring for adjustments, required circuit checking, removal and replacement of maintenance parts.
1. The unsoldering of wires, or wire harnesses, parts or assemblies for routine maintenance purposes in order to gain access to terminals are not acceptable.
Ergonomics
1. Ergonomic design criteria and principals shall be applied in the design of the electronic equipment so as to achieve effective performance by the operator, maintenance and control personnel and to minimise the skill requirements.
Identification and marking
1. Every assembly unit shall be marked with its serial number and version number and if applicable its part number.
1. When applicable, all controls, test points, components, functional markings, fuse designation and ratings, power supply polarities etc. shall be marked adjacent to the item itself.
1. Labels shall preferably be of metallic material and riveted or screwed to the chassis or mainframe.  Self-adhesive labels shall not be used.
[bookmark: _Toc393639690][bookmark: _Toc493848010]Software Programming of Electronic Components
Hardware requirements
1. Where software programming of electronic components (i.e. PLC, radio equipment, telemetry units etc.) are necessary, the contractor shall supply, deliver and configure one computer (notebook) with all peripherals needed for programming of electronic components.
1. The contractor shall ensure that the supplied hardware is 100% compatible with the supplied software.  The minimum requirements are detailed in the detail specification.
Software requirements
1. System design
1. The system shall make use of a well-defined, standard, tested, debugged and field-proven operating system to control other programme modules which handle the user functional requirements.  The operating system shall be capable of handling all input-output organisation, scheduling, time-keeping, power failure procedures and to control communication with field hardware and operator devices, process system outputs and command requests.
1. The operating system shall initialise software upon restart conditions and allocate memory usage of application programmes.  Furthermore, the operating system shall enable the system operator to create, store and run application and user programmes while the operating system is busy controlling the real time application system.  The user programme modifying facility should be menu driven under operating system control to enable operators to easily effect user system changes.
1. Asynchronous events in the real-time application environment shall be suitably handled by the operating system by means of programmed and event-controlled interrupts, organised in priority queues.  Suitable precautions shall be taken to ensure that no input, such as an alarm, is lost or indefinitely suppressed because of low priority.
bz) Test programmes
1. A full set of test and diagnostic programmes shall be supplied as part of this Contract which will enable the Employer's staff to test all computer system components as well as to run and debug programmes.
1. An application test programme shall also be supplied, under the control of which system maintenance and commissioning can be performed.  This shall include communicating with and controlling of out-stations or remote terminals as applicable.
ca) Documentation
The successful Tenderer shall supply full software documentation within two months from final commissioning of the system.
Three copies of each of the following shall be provided:
· A programmer's manual on all programming languages used, in English.
· A detailed manual on all compilers or interpreters used, as applicable.
· A detailed manual on the assembler.
· A system manual containing detailed description of the operation system and the drivers of each software module, task or sub-module used.  The description shall clearly specify the functions and structure of each module and the interfaces and links between them.  This manual shall also describe how new software modules can be added, running under the same operating system.
· A manual containing a complete set of programme listings.
· An operator's manual, specifying all the system operating procedures in detail, for each system forming part of this Contract.
· A software user's manual (for each system) providing detailed information on how additions to the system can be generated, for instance the addition of an out-station, creation of a new access control category etc., or how system parameters can be changed or deleted.  This manual should avoid the use of computer system jargon, shall include a definition of terms used and shall be written in such a way that operators without formal computer hardware or software training will be able to effect the changes as far as possible.
· A testing procedures manual for running all test programmes specified in paragraph 6.6.2 (b) above, describing procedures, results to be expected and remedial action to be taken in case of faults.
cb) Data base compilation and building
1. The successful Tenderer shall create, edit debug and put into operation the initial database required for each system to be supplied in terms of this document.  The database shall be compiled and built from the specified parameters and from information which will be supplied by the Engineer where applicable.
1. Tenderers are, therefore, required to allow for the compilation of the required databases in their Tenders, as well as for the provision of a data base modification/service programme.
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